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Cryptographic history was recreated on Friday 16 November 2007
when Colossus, for the first time in over sixty years, cracked an
enciphered transmission from Germany. Milton Keynes ARS Members
Andrew Thomas G8GNI/M5AEX, John Housego MOTIF, Graham Saville
GIRNZ and David White G3ZPA bring us the details of the event.

ost people have heard about the Enigma machine,

a typewriter-style device that was used to encipher

transmitted messages during WWIl and used

primarily by the German field units. Perhaps less

well known, are the Lorenz SZ42 (Schliisselzusatz,
meaning ‘cipher attachment’) machines. These were used for
high-level communications and were large, heavy machines,
meastring 510 x 460 x 460mm, which attached to a standard
Lorenz teleprinter. There was a considerable amount of teleprinter
traffic during the war, referred to as ‘Fish’ by British code
breakers. The teleprinter traffic enciphered by the Lorenz
machines was referred to as ‘Tunny’ see Fig. 1.

Enciphered Text

Teleprinter code - also known as
ITA2 - is made up of seven and a
half bits of information. Of the
seven and a half bits, the first bit is
the start bit, followed by five data
bits, and ending with 1.5 stop bits.
Each group of five data bits
represents a letter, a number, or a
control character (such as a letters
shift, figures, shift, carriage return,
line feed, space or un-performed
tape), each bit being represented
by a mark or a space. The Lorenz
§742 machine consisted of 12
wheels, each one with between 23
and 61 unigue positions - Fig. 2.
The first five wheels, known as the
K wheels, represented each of the
five bits of the ITA2 character.
These wheels were stepped in a
regular order. The same process
was then repeated with the next
five wheels, known as the §
wheels. These wheels stepped
irregularly, The resulting letter
represented the encrypted

character. After each letter, the K wheels advanced one rotation,
the movement of the S wheels being determined by the position
of the final two wheels, known as the M wheels. In order to
decipher a message that had been encrypted by the Lorenz 5742
machine it was necessary to know the key, the key being the
starting position of each of the 12 wheels. There were
16,033,955,073,056,318,658 possible starting positions!

The enciphered text was then transmitted as a radio-teleprinter
(RTTY) signal using amplitude modulation (a.m.) and running at
approximately 50baud. The transmitted signal was unusual as it
comprised six tones - three separate two-tone RTTY streams each
carrying the same information and with a 360Hz frequency shift.
The transmitted tones are shown in Table 1.

® Fig. I:
The Lorenz
S§Z42
machine in
all its glory
Courtesy
Matt

Crypto.




Table 1:
Mark: 900Hz, 1620Hz, 2340Hz
Space: 540Hz, 1260Hz, 1980Hz

Diversity reception was usually
employed, each receiver being tuned to a
different set of tones, thereby minimising the
effects of selective fading and maximising
the likelihood of ‘good copy’.

The received text would then have been
fed into a teleprinter, via a Lorenz 5742
cipher machine. Providing the key had been
correctly set up on the Lorenz machine, the
output from the teleprinter would be plain
text German.

Critical Error

Following a critical procedural error made
by a pair of German operators on the 30
August 1941, Brigadier John Tiltman was
able to work out how the key stream from
the Lorenz machine was produced. The
Lorenz cipher could now be cracked, but it
took weeks to do so. Enter Colossus, which
reduced the ‘cipher cracking’ process from

weeks to hours. @ Fig. 2: A closer view of the & code setting wheels of the Lorenz SZ42 encipher machine Courtesy Matt Crypto.
Colossus is a hard-wired and switch-

programmed computer, similar to ENIAC. The war time Colossi - Cheltenham, when in around 1960 they were eventually

there were eventually 10 of them - were built by Post Office dismantled. All the drawings of Colossus were burnt, or at least

engineers at Dollis Hill under the direction of Tommy Flowers. most of them were.

After the war, eight of these were destroyed, the remaining two In the early 1990s Tony Sale was able to obtain eight wartime

were taken to Eastcote in North London and then to GCHQ in photographs of Colossus plus some fragments of circuit diagrams

@ Fig. 3: Colossus working hard during the Cipher
event picture by GBGNI.
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The Colossus Clpher Event
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